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Do you see anything common

IRCTC

WeII they all use Data Base Management
Systems

ViFinacle




Data Base Management Systems

Learning Objectives

Task Statements

1.1 |dentify deployment of different components of IT and
their functions: ... Database management system....

Knowledge Statements

1.2 Knowledge of Fundamental concepts of different
components of IT and their functions: ...Database
management system...




Data Base Management Systems

Topics Covered

C Database Languages/SQL |

. Roles and Duties of DBA )

. User Creation and Access Rights in DBMS |

. Auditing DBMS |




What is DBMS?




Introduction

Every Organisation should

Know what information it needs l

¥

Acquire that information I
Organise that information in a meaningful way I
Assure information quality i

Provide software tools to access information I
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Data Management Includes




Hierarchy of Data

Account Code [[Account Head Group head
11001 Travelling Expenses MASTER
RECORD 11002 Printing Expenses ACCOUNT
11003 Repairs Expenses FILE
\_ FIELD
N\
. Database: Collection of related Files |

\

. File: Collection of related Records |

|

. Record: Collection of related fields |



Problems with Conventional File
Systems

High Redundancy I

Limited Data Sharing

Low Data Integrity

‘High Dependence between Data and Application




Move to Database Management

systems
Database
Management
.File systems Systems

Database-Collection of data describing one or more related functions of an
organisation

. A Database Management System is a software system for creation & control of a
' database and manipulation of the data in the database. @



Database-Electronic filing cabinet

 Adding new files

Deleting existing files

Inserting data in existing files

F Modifying data in existing files

Deleting data in existing files
.

Retrieving data from existing files

2




Database Management Systems

Software that
aid in
organizing,
controlling and
using
the data

needed by the application programme

e.g.: Oracle, MySQL, SQL Servers etc.




Why is DBMS required?




Advantages

Data is available to different users

Data need not be repeated

Accurate, consistent and up-to-date data.

Standardized File formats and programs

Easier Data access & manipulation

Security constraints can be defined

Database Program & Data are independent




Disadvantages

Expensive

J Implementation Expensive and time—consuming
* Cost of conversion from Legacy to DBMS

* Requirement of skilled staff to manage database

Security:

\J

e All or nothing proposition

DBMS failure - single point of failure

* Organisation could be dependent on DBMS




How is DBMS Organized?




Database Model

A database model is a type of data model that determines
the loical structure of a database
.

Hierarchical Database Model

3

Network Database Model

\

Relational Database Model(RDBMS)
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Network Database Model

Many to Many Relationships

Project 1 Project 2 Project 3




Relational Database Model

/m Field/ Attribute
/ /

AccountID Name Balance | Dr./Cr.
39820010023 Amar 2369852.38 Cr.
39820010024 Akbar 69857.50 Cr.

Row/Tupl
\}9820010025 Anthony

548236.35 Cr.

Related CustomerID AccountID
54326987 39820010025
Table




Rules of RDBMS

Data is represented in a two-dimensional table
\l

Columns describe the attributes.

Each column has a unique name.

-

All the entries in any column are of the same domain.

A row in the table is called Tuple.

Ordering of rows and columns is insignificant.

\J

Duplicate rows are not allowed.

Data items are atomic in nature

PP= There is a Key Column whose value is unique and cannot be null.




Relational Data integrity

Domain Integrity Constraint

Values in column of table from

same domain.

Entity Integrity Constraint

Data values of primary key are
all valid & not null.

Referential Integrity Constraint

| should be null.

PRIMARY

KEY

Sales Person |

I

SalespersonID

FOREIGN
KEY

Name

Sales Order

ZonelD

SalesOrderID

SalesQuota

OrderDate

Commissionrate

DueDate

Bonus

PurchaseOrderID

CustomerID

SalespersonID

ZonelD

BillAddressID

Foreign key in one table must match primary key of other table or




Who uses/requires DBMS?




People Associated with DBMS

‘ System Analysts

Database
Designers

Application
Developers

Data & Database
Administrators

End Users

» Analyse needs of Database Users

» Help in Database design & Structure

» Implement Database Design & application
programs

 Manage Database management systems

* Who query & update databases




Designing Databases ..
Normalisation

A Conceptual Database Design Technique
I

e Achieved through

Organizing fields and tables so as to minimize redundancy and
dependency.

Tables divided into smaller tables, so that all non-key field items
are dependent upon Key field.

* Result...

* Storage efficiency

* Data integrity
. Scalability. @




Example of Normalisation

Before...
StudentID |StudentNamelAddress Subject SubjectCost |Grade
12345678 |Amar Akbar |1 Wall street |Accounts 1500 B
Economics 2000, A
Management 1500 B+
After...
StudentID StudentName |Address
12345678 |Amar Akbar |1 Wall street Subject SubjectCost
'\ Accounts 1500
/ Economics 2000
StudentID Subject Grade Management 1500
12345678 |Accounts B CUBJECTS TABLE (kev = Sub
12345678 |Economics A (key = Subject)
12345678 |Management B+

£ RESULTS TABLE (key = StudentID+Subject)



Advantages of Normalisation

Reduced redundancy.

More flexible data
structure.

More efficient data
structure.

Better understanding of
data.




Database Schemas

External U SErs
Schema 3 V| ew

External

Schema 2

External

Schema 1

LogiCal Conceptual Logical data
Stru Ctu re TR independence
Physical data It Physical Storage
independence Schema Stru C’[U re

Database ki
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Database Languages

A Database needs facilities for

Creating, Moditying, Deleting Database objects.

All these are provided by Database Languages
Structured Query Language or SQL is a language of RDBMS




Data Definition Language (DDL)

SQL commands used to create, modity and

drop database structures

e.g.: to create Schema, the SQL Statement

‘Create’ is used

—1olx|

) sQLite Manager - C:\Users\Administrator\Desktop\ISA sqlite

Database Table Index View Trigger Tools Help

' %‘ D BZ r£ fx) | @' @ EE] MI Directory » I(SelectProﬁle Database) LI Go

1sAsglite || || Structure I Browse &Search Execute SQL l DB Settings I
b Master Table (1) Enter SQL Select | DataManipulation | Create/Alter | Drop | Relndex | PRAGMA
4Tables (1) I -
aisastudents CREATE TABLE isastudents (StudentID varchar(20), TII_No Number (10))|
StudentID
roll_No ; '
b Views (0) Run SQL Actions LastError: I not an error




Some more DDL examples

Use of ALTER with RENAME for Renaming Table

7) sQLite Manager - C:\Users\Administrator\Desktop\ISA.sglite

Database Table Index VWiew Trigger Tools Help
(Select Profile Database) j Go

%‘Dﬁ.fﬁxwgﬁﬁ mnﬁ‘ Directory ~ #

DB Settings |

I5A.sqlite j Structure | Browse & Search Execute S50L
b Master Tabie (1) Enter SQL Select | DataManipulation | Create/alter | Drop | Relndex | PRAGMA
4Tables (1) ALTER. TABLE isastudents RENAME TO disastudents

b senstudents isastuden isastuden I

Use of DROP for Deleting Table

“) sQLite Manager - C:\Users\Administrator\Desktop\ISA.sqlite
Help

Database Table Index \View Trigger Tools

%| D Bﬂ- £ fix) | %_ ﬁ D:l- Df| Directory * I[SEIE::tPrn:uﬁIE Database) j Go

DB Settings |

1SAsglite x| || Structure | Browse & Search  Execute SQL
P Master Table (1) Enter SQL Select | DataManipulation | Createfalter | Drop | Relndex | PRAGMA
ATables (1 DROP TABLE isastudents|

b icastudents isastuden
[+ Wiews (0)




Data Manipulation Language (DML)

SQL commands used to manipulate data and
query a database. Applications access data through
DML

e.g.: to Query for a Student with ID 1888, an SQL
Statement SELECT with WHERE is used

£) sQLite Manager - C:\Users\Administrator\Desktop\ISA.sglite O] x|

i Database Table Index Wiew Trigger Tools  Help

%‘Dﬁg.ﬁﬁﬂ‘%ﬁ @ﬁ‘ Directory

(Select Profile Database) j Go

ISAsglite 7| | | Structure | Browse &Search Execute SQL | DB Settings |
|j| > Master Table (1) Enter SQL Select | DataManipulation | CreatefAlter | Drop | Relndex | PRAGMA
ATables (1)
= fonte SELECT StudentID,roll_Mo FROM isastudents WHERE StudentID ="1388"
[+ Wiews (0)

[r Indexes (0)
Run 5QL I Actions - LastError: | notan erraor

[* Triggers {0)

rall_ Mo m|

23698

StudentID
1333




Data Control Language (DCL)

SQL commands used to control access to
data and to the database

e.g.: To grant the user Pyare.Lal the ability to

retrieve information from the isastudents Table we
use GRANT with SELECT

SQL>GRANT SELECT ON isastudents TO Pyare.Lal




Meta Data

Data about Data

Where data came from

How data were Changed

How data are stored




Data Dictionary

Data Dictionary is a tool —enable one to control & Manage information in databases.

NAME: AMT-PAY-BASE The sample data dictionary report
FOCUS NAME: BASEPAY for @ human resources database
PC NAME: SALARY provides helpful information,
such as the size of the data ele-

DESCRIPTION: EMPLOYEE'S ANNUAL SALARY ment, which programs and

i reports use it, and which group
%ZPEE'_' %BTLEUSMERIC) in the organization is the owner
DATE CHANGED: 01/01/04 responsible tor maintaining it
OWNERSHIP; COMPENSATION The repart also shows some of
UPDATE SECURITY: SITE PERSONNEL the other names that the organi-
ACCESS SECURITY: MANAGER, COMPENSATION PLANNING AND RESEARCH zation uses for this piece of data.

MANAGER, JOB EVALUATION SYSTEMS
MANAGER, HUMAN RESOURCES PLANNING
MANAGER, SITE EQUAL OPPORTUNITY AFFAIRS
MANAGER, SITE BENEFITS
MANAGER, CLAIMS PAYING SYSTEMS
MANAGER, QUALIFIED PLANS
MANAGER, SITE EMPLOYMENT/EEO

BUSINESS FUNCTIONS USED BY: COMPENSATION

HR PLANNING
EMPLOYMENT
INSURANCE
PENSION
q01K
PROGRAMS USING: PIOT0DO

P102000

PIO3000

Pl04000

PI05000

REPORTS USING: REPORT 124 (SALARY INCREASE TRACKING REPORT)
REPORT 448 (GROUP INSURANCE AUDIT REPORT)
REPORT 452 (SALARY REVIEW LISTING)
PENSION REFERENCE LISTING

When the database is up and running it acts as a useful reference €@




Roles of DA and DBA

Data Administrator Data Base Administrator

About Data About Database

Administrative & Technical
Policy Functions Functions

Designing Implementation



Database Administrator(DBA)

Manages a DBMS for an enterprise.

]

Well versed in the use of Database Management System.

Keeps track of new emerging technologies &
\methodologies.

Designs schemas, provides security, restores the system
\after a failure.

Tunes the database to meet changing user needs.




Management Tasks of DBA

Liaising with management, Database Users, data administrator

]

Liaising with database vendors.

Acquire latest information on database technologies and tools.

Prepare the project status report on the usage of databases.

]

Prepare staff requirements.

]

Prepare budgets

\\




Security & Technical Tasks of DBA

Monitoring and maintaining security of databases.

Granting access rights and revoking them to users.

Perform database tuning and optimizing database performance.
Maintaining availability and ensuring integrity of databases.
Managing database backups and restorations.

Guiding application programmers in their work.

Performing the process of capacity planning.

Providing education and training suggestions.

,*; \}\‘
& ) ‘)
{ > B
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When is DBMS Useful

Databases are extremely useful when there is a need for

* Data storage

* Data analysis

* Data retrieval




Linking Databases to the Web

‘ Databases are the functional muscle of the web.

\

‘ Web provides interactive interface to back-end databases
|

7

"Facebook" is a database built upon the "MySQL" database
system

[

Reason of popularity of internet is the ability to link databases.




Security and control features of
DBMS




Database Security & Controls

Database Roles and

Permissions

Concurrency
Control

Segregation of duties

addresses conflicts relating to simultaneous
accesses

Restrict user views of the database

Reduce the long SQL queries and reduce
network traffic

Automatically ‘fired’ when a specific
action/event takes place



Database Security & Controls

Database security
A\ v/

. Right people
. Right access to the right data

User management

s J

Types of database users
A v/
° Application programmers

. Sophisticated users
. Specialised users

* Nalve users



Database Security & Controls

Authorisation and access control

e Basic model for accessing control
involves:

* Subjects
* Objects
* Access Rights




Creating a user

phpMyAdMin [ Add user

® @O0 ¢

51| Add user N

(Recenttables)...

(@ information_schema

—1 Login Information

@ mysq
(d performance_schema User name: | \jge text field: M ISAADMIN
@ test
Host: ~
0581 Local Fl localhost ()
Password: | e text field: M TYTYTT)
Re-type:
typ 20000000
Generate | Generate I
password:




Privilege

Rules defining what users can do within database.

System privileges Object privileges

* Allow a user to * Allow a user to
perform a access an object in
particular database a particular
command or manner
operation



Granting Access Rights to User

phpMyAdmin
2BOD e

I {Recenttables)... ﬂl

@ information_schema
(@ isaadmin

@ mysq

(@ performance_schema

(@ test

—

Edit Privileges: User TSAADMIN'@'localhost’

| lobal privileges (Check All / Uncheck All) |

Note: MySQL privilege names are exp d in English

V¥ serEcT
¥V 1nsEeT
[V uppate
[V DELETE
[0 rie

[V crEaTE

V artEr

[T 1NDEX

[T prop

[ CREATE TEMPORARY TABLES
[T sHow vIEw

[T CREATE ROUTINE
[T ALTER ROUTINE
[[ ExecuTe

[T CREATE VIEW
[ EvenT

[T TrIGGER

Administration

[t GranT

—i Resource limits }

Note: Setting these options to 0 (zero) removes the limit.

Tallows adding users and privileges without reloading the privilege tables. [

a9
[T reroaD
[T sHuTDOWN
[T sHow DATABASES
7 1ocR TABLES
[T RrEFERENCES
[T REPLICATION CLIENT
[T REPLICATION SLAVE
[T creaTE USER

MAX QUERIES PER HOUR |0

MAX UPDATES PER HOUR

Il

MAX CONNECTIONS PER HOUR

I

MAX USER_CONNECTIONS

I

I»




Auditing DBMS




Cost of Breach

Regulatory
Compliance

Database Leak

Prevention

Accessibility

Why Audit

* Identity theft, Privacy

e Database monitoring 1S key requirement

e Sensitive data needs protection

* Web applications have melted traditional
PP
perimeter controls

|
|
|
|



Auditing DBMS

Databases may be
® Front End
® Back end

* [t is important to audit

Application Controls
Perimeter Controls

Database Controls



Ny
3

N\

Auditor to Check

Auditing DBMS

Definition standards
Separate Test Database & Live database
Access controls, Database user rights should be need based

Controls to handle concurrent access problems.

\ ]
Monitoring database performance
\

& AN
‘; o("‘:'
==




Auditor to Check..Contd.
Auditing DBMS

All database logs should be periodically verified I
Documentation regarding database incidents

Checkpoints to minimize data loss

Data backup and recovery procedures

Whether Backups Tested l




Step by Step approach

Understand application system / network infrastructure

|ldentify Database Administrators

|dentify Database environments and versions

Arrange database access

Look at Logs




Look at Logs

System Access

Data Access

Data Change

* Logins — Success / Fail

Account / Role / Permissions Changes

* Password Changes

SELECT — Success / Fail

INSERT, UPDATE, DELETE

Schema / Object
Changes

CREATE, ALTER, DROP

Privileged User
Activity

All




Database Auditing

The process of monitoring access to and modification

of selected database objects and resources within

operational databases and retaining a detailed record of

the access where said record can be used to proactively
trigger actions and can be retrieved and analyzed as
needed. This can be accomplished using a database

auditing Tools




Audit Tools

Database Management Systems generally have integrated data base

audit tools.

Database Monitoring
1vOt Souco ! 11 (stroam Y 3 11514637~ 11115101433
2 o 1 oy 07202010 07 3356 Dalas.SO 11151 na Unauthorized Access 10 Sarvice OS User: a
ElLast 2 hows (1) Host: sucsphserver
N | S 07202010 060x54 Dalss.SG 13151 e Urtraceatis Databots User Source Application detalls
S Today (11) Application Name: sql query anadyzes - object browser
30 i =y 07AN010 192207  Dalas-SO 13151 s Urtraceable Databaze Uzer Application User: nis
2 H 35 07192010 175310 Deles.SG 11151 s Unsthorized Senstive Query
2 | =P 0792010 172043 OC-SG 1141510 Kesey  Unsuthorized Senséive Table —— Servereide detalle -
20 i = 07492010 17.0915 OCSG 144151 Yeshi Unavthorized Grasry User: Yashi
2 B B ornao00161354 0CSG 1511510  Kssay Unvthorized Host Raw User: sa
2 o ] B 0/1320101357.04 DalesSO 111524 néa Atlergt 10 Exacide Privisged Oparation Ouety Group:  (sysobjects select)
7 |1 8 O7TAZUN0 124338 Dalles-SG 311524 e Begal HTTP Version
2% d Fa 07na2010 103882 OC.SG 1311581 Yoshi Unsuthorized Source P Address P
2% o || '3 07192010 103651 OC-S6 L11181  Yesh Unathorized Database Schema ’d:“ m:e;bicnuhw o 3’5"-2?“'
24 B =5 0792010102330 OC-SG 131151  Yosh  Excessive Attemets of Detabase Login E""“"O""Y [EE AT OE IS Y o
2 o M gy O7NS2010102027 Dales.SG 111520 nl Unavuthorized Access to Service 1€ >
S Yesterdays (13)
18 I 2 0122010071640 0C.SG 1111510 e Tiene o1 Davv Viclaion
19 o | B 0792010070143 DesesSG 11151  ne Aftergt to Exacide Privieged Operston || Raw Data: :r'e’;mr‘d'g'&:‘x::';-f;’;z“m
14 | o 073010080312 OC-SG 111151  ne Time of Day Violation 2 .
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s o § Fa onaeow01s2441 oCSo 2451138 Seve Acces310 a biack-Ested table Response Time: 10 msec
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Audit Tools

Reporting

—_—TT
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Data Base Management Systems

To conclude, we can, very well say that
Databases and Database Management Systems

form the foundation of Information Economy.

DBMS is crucial for any organisation and

needs to be controlled, monitored and

Assessed.
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Summary: DBMS

We have learnt about

DBMS models

Database Languages/SQL

. Roles and Duties of DBA

. Database Controls




Data Base Management Systems

Thank You



