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Data Base Management Systems

Introduction to Information System Components
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Do you see anything common

Well, they all use Data Base Management 
Systems 2



Data Base Management Systems

Learning Objectives

Task Statements

1.1 Identify deployment of different components of IT and 

their functions: … Database management system….

Knowledge Statements

1.2 Knowledge of Fundamental concepts of different 

components of IT and their functions: …Database 

management system…
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Data Base Management Systems

DBMS Models 

Database Languages/SQL

Roles and Duties of DBA 

Database Controls

User Creation and Access Rights in DBMS

Auditing DBMS
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What is DBMS?
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Introduction

Know what information it needs

Acquire that information 

Organise that information in a meaningful way

Assure information quality

Provide software tools to access information

Every Organisation should
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DIKW Continuum

Data
facts or 

observation

Information
meaningful 
Processed 

Data

Knowledge
analysed 

information

Wisdom
application 

of 
knowledge

7



Data Management Includes

Data planning

Handling

AnalysisDocumentation 

Storage
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Hierarchy of Data

Database: Collection of related Files

File: Collection of  related Records 

Record: Collection of  related fields

Field: Collection of Characters

Character: Collection of Bits

MASTER 
ACCOUNT
FILE

RECORD

FIELD

Account Code Account Head Group head

11001 Travelling Expenses

11002 Printing Expenses

11003 Repairs Expenses
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Problems with Conventional File 
Systems

High Redundancy

Limited Data Sharing

Low Data Integrity

High Dependence between Data and Application
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Move to Database Management 
systems

File systems

Database 
Management 
Systems

Database-Collection of data describing one or more related functions of an 

organisation

A Database Management System is a software system for creation & control of a 

database and manipulation of the data in the database. 11



Database-Electronic filing cabinet

Adding new files

Deleting existing files 

Inserting data in existing files

Modifying data in existing files

Deleting data in existing files

Retrieving data from existing files
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Database Management Systems

Software that 

aid in 

organizing, 

controlling and 

using 

the data 

needed by the application programme

e.g.: Oracle, MySQL, SQL Servers etc.
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Why is DBMS required?
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Advantages

• Data is available to different usersPermitting data sharing

• Data need not be repeated
Minimizing Data 

Redundancy

• Accurate, consistent and up-to-date data. Integrity maintained

• Standardized File formats and programsProgram/file consistency 

• Easier Data access & manipulation User-friendly

• Security constraints can be definedImproved security

• Database Program & Data are independent
Program/data 
Independence:
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Disadvantages

• Implementation Expensive and time-consuming

• Cost of conversion from Legacy to DBMS

• Requirement of skilled staff to manage database

Expensive

• All or nothing proposition

Security:

• Organisation could be dependent on DBMS

DBMS failure - single point of failure
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How is DBMS Organized?
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Database Model

A database model is a type of data model that determines 
the logical structure of a database

Hierarchical Database Model

Network Database Model

Relational Database Model(RDBMS)
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Database Models

Hierarchical Database Model

organises data in a tree structure

Tiger Paws  
Ltd

Finance 
Dept

John Jani

Production 
Dept

Janardan

Root

Node

Windows File structure is 

organized in an  

hierarchical Model
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Network Database Model

Many to Many Relationships

John Jani

Project 1 Project 2 Project 3
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Relational Database Model

AccountID Name Balance Dr./Cr.

39820010023 Amar 2369852.38 Cr.

39820010024 Akbar 69857.50 Cr.

39820010025 Anthony 548236.35 Cr.

Key

Row/Tuple

Field/ Attribute

CustomerID AccountID

54326987 39820010025

Related 

Table
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Rules of RDBMS

Data is represented in a two-dimensional table

Columns describe the attributes.

Each column has a unique name.

All the entries in any column are of the same domain.

A row in the table is called Tuple. 

Ordering of rows and columns is insignificant.

Duplicate rows are not allowed. 

Data items are atomic in nature

There is a Key Column whose value is unique and cannot be null.
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Relational Data integrity

Domain Integrity Constraint

Values in column of table from 

same domain.

Entity Integrity Constraint

Data values of primary key are 

all valid & not null.

Referential Integrity Constraint

Foreign key in one table must match primary key of other table or 

should be null.
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Who uses/requires DBMS?
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People Associated with DBMS

• Analyse needs of Database UsersSystem Analysts

• Help in Database design & Structure
Database 
Designers

• Implement Database Design & application 
programs

Application 
Developers

• Manage Database management systems
Data & Database 

Administrators

• Who query & update databasesEnd Users
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Designing Databases .. 

Normalisation

Conceptual Database Design Technique 

• Achieved through 

Organizing fields and tables so as to minimize redundancy and 
dependency. 

Tables divided into smaller tables, so that all non-key field items 
are dependent upon Key field.

• Result … 

Improved 

• Storage efficiency 

• Data integrity 

• Scalability. 26



Example of Normalisation
Before…

After…

RESULTS TABLE (key = StudentID+Subject)

SUBJECTS TABLE (key = Subject)

StudentID StudentNameAddress Subject SubjectCost Grade

12345678 Amar Akbar 1 Wall street Accounts 1500 B

Economics 2000 A

Management 1500 B+

StudentID StudentName Address

12345678 Amar Akbar 1 Wall street

StudentID Subject Grade
12345678 Accounts B
12345678 Economics A
12345678 Management B+

Subject SubjectCost
Accounts 1500
Economics 2000
Management 1500
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Advantages of Normalisation

Reduced redundancy.
More efficient data 

structure.

More flexible data 
structure.

Better understanding of 
data.
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Database Schemas

External

Schema 1

External

Schema 2

External

Schema 3

Conceptual

Schema

Internal

Schema

Stored

Database

Database 

Instances

Physical Storage 

Structure

Logical 

Structure

Users 

View

Logical data 

independence

Physical data 

independence
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Database Languages

Creating, Modifying, Deleting Database objects. 

Inserting, Updating and Deleting data.

Querying the Database. 

Controlling access to the Database. 

Facilities for Data Integrity and Consistency. 

A Database needs facilities for

All these are provided by Database Languages

Structured Query Language or SQL is a language of RDBMS
30



Data Definition Language (DDL)

SQL commands used to create, modify and 

drop database structures

e.g.: to create Schema, the SQL Statement 

‘Create’ is used
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Some more DDL examples

Use of ALTER with RENAME for Renaming Table

Use of DROP for Deleting Table
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Data Manipulation Language (DML)

SQL commands used to manipulate data and 

query a database. Applications access data through 

DML

e.g.: to Query for a Student with ID ‘1888’, an SQL 

Statement  SELECT with WHERE is used
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Data Control Language (DCL)

SQL commands used to control access to 

data and to the database

e.g.: To grant the user Pyare.Lal the ability to 

retrieve information from the isastudentsTable we 

use GRANT with  SELECT

SQL>GRANT SELECT ON isastudentsTO Pyare.Lal
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Meta Data

Where data came from

How data were changed

How data are stored

How data are mapped

Who owns data

Who can access data

Data usage history

Data usage statistics

Data about Data
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Data Dictionary

Data Dictionary is a tool –enable one to control & Manage information in databases.

When the database is up and running it acts as a useful reference 36



Roles of DA and DBA

Data Administrator

About Data  
Administrative & 
Policy Functions

Data Base Administrator

About Database  
Technical 
Functions

Designing Implementation 37



Database Administrator(DBA)

Manages a DBMS for an enterprise. 

Well versed in the use of Database Management System.

Keeps track of new emerging technologies & 
methodologies. 

Designs schemas, provides security, restores the system 
after a failure.

Tunes the database to meet changing user needs.

38



Management Tasks of DBA

Liaising with management, Database Users, data administrator

Liaising with database vendors. 

Acquire latest information on database technologies and tools. 

Prepare the project status report on the usage of databases. 

Prepare staff requirements. 

Prepare budgets
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Security & Technical Tasks of DBA

Monitoring and maintaining security of databases. 

Granting access rights and revoking them to users. 

Perform database tuning and optimizing database performance. 

Maintaining availability and ensuring integrity of databases. 

Managing database backups and restorations. 

Guiding application programmers in their work. 

Performing the process of capacity planning.  

Providing education and training suggestions. 
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When is DBMS Useful

Databases are extremely useful when there is a need for

• Data storage

• Data analysis 

• Data retrieval
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Linking Databases to the Web

Databases are the functional muscle of the web.

Web provides interactive interface to back-end databases

"Facebook" is a database built upon the "MySQL" database 
system

Reason of popularity of internet is the ability to link databases.
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Security and control features of 
DBMS
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Database Security & Controls

• Segregation of duties 
Database Roles and 

Permissions

• addresses conflicts relating to simultaneous 
accesses

Concurrency 
Control

• Restrict user views of the databaseViews

• Reduce the long SQL queries and reduce 
network trafficStored Procedures 

• Automatically ‘fired’ when a specific 
action/event takes place Triggers 
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Database Security & Controls

Database security

• Right people

• Right access to the right data

User management

Types of database users

• Application programmers

• Sophisticated users

• Specialised users

• Naïve users
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Database Security & Controls

Authorisation and access control

• Basic model for accessing control 
involves:

• Subjects

• Objects

• Access Rights
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Creating a user
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Privilege

System privileges

• Allow a user to 
perform a 
particular database 
command or 
operation

Object privileges

• Allow a user to 
access an object in 
a particular 
manner

Rules defining what users can do within database.
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Granting Access Rights to User
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Auditing DBMS
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Why Audit

• Identity theft, PrivacyCost of Breach

• Database monitoring is key requirement
Regulatory 
Compliance

• Sensitive data needs protection
Database Leak 

Prevention

• Web applications have melted traditional 
perimeter controls

Open 
Accessibility
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Auditing DBMS

Databases may be

 Front End 

 Back end

 It is important to audit

Application Controls

Perimeter Controls

Database Controls 
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Auditor to Check

Definition standards

Separate Test Database & Live database

Access controls, Database user rights  should be need based

Controls to handle concurrent access problems.

Monitoring database performance

Auditing DBMS
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Auditor to Check..Contd.

All database logs should be periodically verified

Documentation regarding database incidents

Checkpoints to minimize data loss

Data backup and recovery procedures

Whether Backups Tested

Auditing DBMS
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Step by Step approach

Understand application system / network infrastructure

Identify Database Administrators

Identify Database environments and versions

Arrange database access

Look at Logs
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Look at Logs

• Logins – Success / Fail

• Account / Role / Permissions Changes

• Password Changes 
System Access 

• SELECT – Success / Fail Data Access 

• INSERT, UPDATE, DELETE Data Change 

• CREATE, ALTER, DROP 
Schema / Object 

Changes 

• All
Privileged User 

Activity 
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Database Auditing

The process of monitoring access to and modification 

of selected database objects and resources within 

operational databases and retaining a detailed record of 

the access where said record can be used to proactively 

trigger actions and can be retrieved and analyzed as 

needed. This can be accomplished using a database 

auditing Tools
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Audit Tools

Database Management Systems generally have integrated data base 

audit tools. 
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Audit Tools
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Data Base Management Systems

To conclude, we can, very well say that 

Databases and Database Management Systems 

form the foundation of Information Economy. 

DBMS is crucial for any organisation and 

needs to be controlled, monitored and 

Assessed.
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Summary: DBMS

We have learnt about

DBMS models 

Database Languages/SQL

Roles and Duties of DBA 

Database Controls

User Creation and Access Rights in DBMS

Auditing DBMS
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Data Base Management Systems

Thank You
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