15. Viethnam

Vietnam has put in place a suite of strategies for cyber
security and the advancement of its national power
in cyberspace, including in the military domain.
The governance structures for cyber policy operate
through the ruling Communist Party of Vietnam’s
authoritarian political system. The government has
implemented several policies that have contributed
to robust growth in the ICT sector and to significant
progress in the construction of e-government plat-
forms. However, many government agencies still
grapple with cyber-security issues because of a lack
of funds and a huge shortage of cyber-security talent.

The Communist Party’s concerns regarding the threat

Strategy and doctrine

Vietham’s laws and regulations surrounding cyber
security were rather disparate until 2010, when it
released its first national road map, ‘Approving
the National Planning on Development of Digital
Information Security’.* The plan was more comprehen-
sive and ambitious than those that most other countries
had produced by that point. Its four overarching goals,
aimed at addressing technical and legal weaknesses in
the country’s information security, were: to ensure the
security of network and information infrastructure; to
ensure the safety of data and applications; to train cyber-

security professionals and increase public awareness of

of internal subversion probably draw resources away
from technical cyber-skills training and towards ideo-
logical work and the management of public opinion,
thereby reducing investment in both defensive and
offensive cyber capabilities. While overall offensive
cyber capabilities are likely to be nascent or weak, the
covert government-linked group APT32 could prob-
ably launch relatively sophisticated cyber attacks.
Vietnam is a third-tier cyber power but it has consider-
able digital ambition and potential. If it can strengthen
its key cyber-security skills, support its ICT firms and
invest in advanced technology to protect its digital

infrastructure, it could realise that potential.

information security; and to enhance the legal frame-
work for information security, especially relating to
computer crime and encryption. Funding was pro-
vided to train personnel in state agencies and bolster
information security in the Ministry of Information and
Communications (MIC), the Ministry of Public Security
(MPS), the Government Cipher Committee and the
Ministry of Industry. The road map also identified the
need to encourage research and development (R&D).
A Network Information Security Plan was launched
in 2016, aiming to augment the 2010 road map by

outlining further objectives for the period 2016-20.2

List of acronyms

AIS Authority of Information Security

ASEAN Association of Southeast Asian Nations

CPV Communist Party of Vietnam

ICT information and communications technology
MIC Ministry of Information and Communications
MND Ministry of National Defence

MPS Ministry of Public Security

NCSC National Cyber Security Monitoring Centre

NSCER National Steering Committee for Emergency Response
VNCERT Vietnam Computer Emergency Response Team
VNPT  Vietnam Posts and Telecommunications Group

VPA Vietnamese People’s Army
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It emphasised R&D and governmental cooperation
with Vietnamese information-security firms through
outsourcing, and set targets for the establishment of
home-grown brands of information-security products.
Vietnamese ICT associations were identified as key
players in promoting this initiative.> The plan also
advocated the nationwide coordination of responses
to security incidents. It foreshadowed the development
of minimum security requirements for key national
systems (both critical infrastructure and more sensitive
government communications). Individual companies
would be obliged to take responsibility for security
by adhering to the relevant regulations, and to submit
to regular audits of this compliance. The plan also
promoted cyber-security drills for government- and
private-sector entities, along with their participation in
international forums.

For the Vietnamese government, cyber security is
not just a technical question of protecting networks
but also involves controlling the political content car-
ried by those networks — as demonstrated, for example,
by the Law on Network Information Security passed
in November 2015.4 While this law focused primari-
ly on technical and management aspects of preventing
unauthorised access to ICT systems, it made clear that
censorship and monitoring of domestic political expres-
sion would be a high priority for the government. It also
flagged the need to control international exchanges in
cyberspace, defining as illegal any information-related
activity that the government considered a threat to na-
tional security, whether carried out by Vietnamese or
foreign entities.

The Cyber Security Law passed in June 2018 was even
more overtly political in its purpose, aiming to protect
national security and ensure ‘social order and safety in
cyberspace’ (Article 1).5 It included extensive definitions
around content acceptability that were not part of the
2015 law. For example, in Article 8, it described as ‘strictly
prohibited” any attempt to ‘oppose the State” or to distort
history by ‘denying revolutionary achievements’. One
of the most controversial elements of the 2018 law was
enforced data localisation® for all domestic and foreign
companies operating in Vietnam, a move seen by the for-
eign companies as infringing on their business confiden-

tiality and intellectual-property rights.”

The first official public document to convey
Vietnam'’s perspective on applying cyber to the military
domain was the National Defence Law, also introduced
in 20188 It described ‘information warfare’ as ‘activi-
ties and measures to disable the enemy’s information
systems and secure Vietnam’s information systems’,
which it included in the concept of ‘all-people national
defense’ (Article 2), and specifically mentioned both
cyber warfare and information warfare. The same year
saw a Politburo resolution announcing a new ‘Strategy
for the Homeland Protection in Cyberspace’,* designed
to develop a whole-of-society response, though centred
on the armed forces, and to combine cyber defence with
counter-attack.™

A defence white paper published in 2019 presented
cyberspace as the fifth operational domain — alongside
land, air, sea and space — in which to defend Vietnam'’s

national sovereignty.

Governance, command and control

Security policy, including for cyberspace, is directed by
the Politburo of the Communist Party of Vietnam (CPV).
The armed forces, through their Cyber Command, have
a more central role in censorship and political surveil-
lance than is the case in most countries, and therefore
the Central Military Commission of the CPV, Vietnam'’s
highest decision-making body for national security, is
probably the main command and governance authority
for cyberspace policy. Other departments close to the
party leadership, such as the Propaganda Department,
also play a role in dealing with the most sensitive secu-
rity issues.

The cyber policies dictated by the CPV leadership are
implemented primarily by the MIC, the MPS and the
Ministry of National Defence (MND), with the MIC as
the coordinator for more technical aspects of cyber secu-
rity as well as broad policies on content management.*
Within the MIC, the Vietnam Computer Emergency
Response Team (VNCERT)"? coordinates nationwide
incident-response activities, collects and shares infor-
mation on incidents and malware, directs cyber opera-
tions, and undertakes the testing of the cyber defences
of public- and private-sector entities.*# The Authority of
Information Security (AIS) formulates laws and policies

regarding information security, and implements technical
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measures to protect critical information infrastructure,
while the National Electronic Authentication Centre
secures electronic transactions through digital signatures
and other authentication services.*

The MPS has two cyber-security departments —
Cyber Security and High-tech Crime Prevention (Aos),
and Information Security and Communications (A87).
Aos is tasked with preventing cyber crime, including
online gambling and the spreading of false information,
and cooperates with foreign investigation agencies on
cases involving foreign cyber criminals. It also provides
advice on cyber-security laws and policies, and pro-
motes high-tech solutions aimed at boosting the gov-
ernment’s capacity to counter cyber crime.”” A8y plays
an advisory role on matters of policy, on legal aspects of
security in the fields of culture, information and com-
munication, and on countering criticism of the CPV and
the leaking of state secrets.™

The MND directs two cyber-security departments —
Cyber Command and the Government Cryptographic
Agency. Cyber Command, established in August 2017
as an upgrade of the former Information Technology
Department, reports to the Chief of the General Staff,
who in turn is subordinate to the defence minister
(a Politburo member). Comprising the Command
Headquarters, three brigades, testing centres and a data
centre, its responsibilities include political work, techni-
cal and logistical issues, and professional cyber opera-
tions.” The Government Cryptographic Agency is in
charge of securing the state’s encrypted networks and
R&D of related technologies.>

The Vietnamese People’s Army (VPA) contains a
special cyber unit, Force 47, tasked with protecting the
CPV against ‘false news’ and disseminating state prop-
aganda. It has a task force whose personnel, numbering
more than 10,000,* have received training in ideological
discipline and information warfare.?> They often oper-
ate on social-media platforms, including Facebook and
YouTube, aiming to pre-empt any spreading of hostile
information prior to major political events.

There is not enough information in the public
domain to allow a confident assessment of the effective-
ness of the governance and command arrangements
for Vietnam’s cyber forces, beyond the observation that

strict obedience to the chain of command is enforced.

Core cyber-intelligence capability

Vietnam’s cyber-intelligence capabilities lie in the
MPS, MND and MIC. Within the MPS, the General
Department of Intelligence and the General Department
of Security (GDS) collect domestic and foreign intel-
ligence. Inside the GDS, the specialist unit A42 moni-
tors telephone calls, emails and the internet using
systems procured from foreign vendors.” Also within
the MPS, the Department for Cyber Security and High-
tech Crime Prevention (AO5 — see previous section)
has invested in modern technical equipment* and has
joined Microsoft’'s Government Security Program to
enhance its awareness of cyber threats.

Within the MND, the General Department of
Military Intelligence is responsible for domestic and
foreign intelligence. Cyber Command, although not an
intelligence agency, is likely to possess cyber-intelligence
capabilities that would have evolved from the VPA’s
proven signals-intelligence capacity during the Viethnam
War. Also operating within the MND, the Government
Cryptographic Agency is a vital part of Vietnam's
cyber-intelligence capability, being responsible for
ensuring the cyber security of the country’s civilian
and military leaders.

In its role as coordinator for all government depart-
ments concerned with cyber security, the MIC also
possesses cyber-intelligence capabilities. Its National
Cyber Security Monitoring Centre works alongside
the VNCERT and provincial Cyber Security Control
Centres®*® in monitoring Vietnamese cyberspace for
potential threats.

Vietnam’s cyber-intelligence capability is amplified
to some degree by a group known to cyber-security
companies as APT32.27 Though apparently a non-state
entity, it is assessed to have informal links to the gov-
ernment. Its cyber-espionage operations have been
widely documented by US cyber-security companies
and appear to have been quite proficient, with tar-
gets including foreign companies, the Association of
Southeast Asian Nations (ASEAN) and Chinese govern-
ment institutions (including those managing China’s
response to COVID-19). Overall, however, Vietnam's
cyber-intelligence capability is likely to be weak, in part
because of the country’s shortage of skilled workers in
the ICT domain.*®
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Cyber empowerment and dependence

In 2019 the Politburo announced the target that
Vietnam’s digital economy should contribute 20% of
GDP by 2025 and at least 30% by 2030,* as compared
with 15% in 2018.%° This will only be achievable with sig-
nificant policy reform and large-scale new investment.
The government has been pushing forward initiatives
such as the National Digital Transformation Programme,
launched in 2020,>" and has prioritised e-government pro-
jects.? It also claims that the ICT sector has been growing
at an impressive average annual
rate of 30% for a number of years
(the precise period is not stated).3
However, in almost all indicators

of ICT readiness, Vietnam ranks

Vietnam has
a reasonable
degree of national

Vietnam has a reasonable degree of national own-
ership of its telecommunications networks, owning
about 75% of the equipment, and hopes to achieve 100%
domestic production of that equipment by 2022.4 Viettel,
amilitary-owned telecoms carrier, is part of a consortium
developing a high-performance undersea cable, capable
of carrying more than 140 Tb/s of traffic, that will con-
nect China (Hong Kong and Guangdong), Japan, the
Philippines, Singapore, Thailand and Vietnam as part of
the Asia Direct Cable project, due to be completed by the
end of 2022.4It has also successfully
tested 5G technology.# Vietnam
Posts and Telecommunications
Group (VNPT) exports to more

than 30 countries.#

behind Malaysia and far behind ownership Of its In terms of space-based connec-
Singapore, though just ahead of . . tivity, VNPT operates two com-
Indonesia.3* In 2020 the country’s telecommunlcatlons munications satellites, VINASAT-1
internet penetration rate reached netWOI‘kS and VINASAT-2.4 Vietnam also has

70%% and its e-commerce market

was the third biggest in Southeast Asia, just behind those
in Indonesia and Thailand.?* Though significant progress
has been made, there is still some way to go in terms of
digital transformation. For example, cashless payments
account for only a small proportion of total payments,
and cash-on-delivery payment methods are preferred
even for e-commerce transactions.’”

In the field of artificial intelligence (Al), Vietnam fared
quite well in a ranking of the top 50 countries based on
their contributions to the two most prestigious Al con-
ferences in 2020: it was placed 27th, ahead of Malaysia
and Thailand but behind Singapore.”® The same study
compiled a ranking of the global top 100 companies in
Al research in 2020: it was dominated by US and Chinese
companies but Vietham’s VinAl was also included, in
32nd place. Founded by a former employee of Google
DeepMind, VinAl provides applied Al solutions and is
also the first Vietnamese research laboratory to cover
areas such as machine learning and deep learning.+
Al has already been applied in sectors such as health-
care, education, transport, agriculture and e-commerce,
though overall it is still in the early stages of develop-
ment.# The government announced a ten-year strategy
for AI R&D in January 2021, setting the goal of becoming

one of the world’s top 50 countries in the field by 2030.

two Earth-observation satellites,
operated by the Vietham National Space Centre (VNSC)
and the Space Technology Institute of the Vietnam
Academy of Science and Technology. The space indus-
try relies heavily on foreign assistance and investment
— for example, Japanese experts were involved in build-
ing one of the Earth-observation satellites, the VNSC’s
MicroDragon, launched from Japan in 2019,# and India
has been collaborating with Vietham’s National Remote
Sensing Department in building a tracking and telemetry

station that potentially has military uses.#

Cyber security and resilience
Vietnam has been constructing an elaborate set of mech-
anisms, policies and laws for national cyber security for
over a decade. The efforts have paid off to some degree
but there is much progress still to be made. According
to Microsoft reporting in 2020, the country had the high-
est rate of ransomware attacks in the Asia-Pacific, it was
one of the three countries in the region most affected by
malware attacks®® and it ranked sixth in the world for
unintentional downloads of malicious code.>

In response to the growing cyber threats, the
National Cyber Security Monitoring Centre>* (NCSC)
was established under the AIS in 2018. Its primary

focus is to support and supervise the cyber security of
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all public- and private-sector entities, to provide early
warnings against cyber attacks, and to share information
with domestic and international agencies. In partnership
with a coalition of information-security companies,
the NCSC has launched an information-sharing and
security-monitoring system that connects the ministries
of the central government with the country’s provincial
administrations. In 2020, for example, it cooperated
with the MIC and MPS in containing the VN84App
spyware that was targeting smartphone users.>

In terms of overall national resilience, it is difficult
to form a clear picture. The ‘Strategy for the Homeland
Protection in Cyberspace’> and its implementation plan
would appear to be the main policy document setting
out the response plans for serious cyber incidents, but
the texts are not available. Vietham responds to such
incidents through the National Steering Committee for
Emergency Response (NSCER),>* which the MIC assists
by directing and coordinating emergency-response
efforts domestically or internationally.”” The VNCERT
is responsible for responding to lower-level cyber inci-
dents but participates in the NSCER

along with cyber-related agencies

Vietnam still faces

the NSCER is capable of coordinating effectively across
the public and private sectors. The MIC has stated that
there are not enough trained personnel to create the nec-
essary CERTs and that the emergency-response network
is “‘unconnected’ and ‘unprofessional’.®* Investments in
research and training that were approved in 2014 have
yet to be implemented;* a 2019 study suggested that
almost half of government agencies lacked the funds
necessary to implement cyber security;®> and in 2020,
reporting on its campaign to upgrade cyber security,
the government noted that 30% of ministries had not yet
reached the target level.* Vietnam ranked 5oth out of 175
countries in the 2018 Global Cybersecurity Index com-

piled by the International Telecommunication Union.%

Global leadership in cyberspace affairs
Vietnam focuses its cyber diplomacy on ASEAN,
enthusiastically promoting cyber-security cooperation
between members and with the group’s external
partners. Under the ASEAN Plus Three framework,
for example, Hanoi hosted a December 2020 meeting
with China, Japan and South Korea

on international collaboration in

in the MIC, MPS and the MND. The . . cyber security and countering cyber
, significant cyber- , g .

VNCERT also works with other, . crime.?®® Within ASEAN, Vietnam

smaller CERTs at the ministerial, secu rlty C h a I I en g es works actively towards cooperation

provincial and local levels; with

enterprises engaged in telecommunications, internet
services, data storage, banking and financial activities;
and with organisations that manage critical information
infrastructure or industrial control systems.® In 2019
VNCERT conducted a nationwide cyber-security exer-
cise with almost 300 participants.”

The private sector has been playing an increasing
role in promoting information security, including by
creating its own cyber-security industry — for example,
Viettel has created a subsidiary providing managed
cyber-security services;* VNPT conducts cyber-security
research and invests in relevant start-ups; and eight com-
panies have come together to form the Vietnam Cyber
Security Assessment and Audit Club, aiming to improve
the assessment and auditing of cyber-security services
nationwide.

Overall, however, Vietnam still faces significant

cyber-security challenges. It remains to be seen whether

on cyber norms® and the creation of
a formal cyber-security cooperation mechanism.®® The
VNCERT hosted the June 2020 ASEAN-Japan Cyber
Exercise, which focused on methods for countering
fake websites.®
Vietnam frequently collaborates with foreign
governments and corporations to broaden its cyber-
security capabilities. In 2019, for example, the
NCSC signed a contract with Kaspersky to address
information-security challenges,” and in 2020 the MPS
collaborated with India,”* Brunei” and Malaysia? on
countering cyber crime. The country is part of the global
Forum of Incident Response and Security Teams and
the Asia-Pacific Computer Emergency Response Team
(APCERT).”# It has privately expressed an interest in
close collaboration with the United States and Australia
in matters of cyber security, but there are diplomatic
obstacles because of human-rights concerns regarding

Vietnamese cyber-security law. Nevertheless, both the
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US and Australia undertake activities with Vietnam
in less sensitive areas of cyberspace policy such as
international legal training and the development of

smart cities.

Offensive cyber capability

It is unlikely that Vietnam’s Cyber Command is well
positioned to engage in offensive cyber operations
against foreign adversaries, given its extensive domestic
political roles and responsibilities and, according to its

chief of staff, its lack of appropriate facilities, equipment
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and cyber weapons.” Force 47 probably does not pos-
sess the technical abilities for significant offensive cyber
because its mission is primarily political, mainly involv-
ing the management of public opinion by countering
hostile viewpoints and creating propaganda.” The covert
government-linked group APT32 is mainly engaged in
industrial and other types of espionage rather than offen-
sive cyber, but it probably possesses some capabilities
that could be repurposed for an offensive effect. Overall,
developing an offensive cyber capability does not appear,
so far, to have been a high priority for the CPV.
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